
Building Digital 

Trustworthiness at 

the Utah State 

Archives



The Golden Rule of

Digital Preservation

“Striving to better, oft 

we mar what's well.” 

- Shakespeare in King 

Lear



The Golden Rule of

Digital Preservation

“…the best is the 

enemy of the good.” 

- Voltaire



The Golden Rule of

Digital Preservation

“If you never miss a plane, 

you're spending too much 

time at the airport.”

- George Stigler



Topics for Today

1. What is a trusted digital repository, and 
why should you care?

2. How is the Utah State Archives building 
systems and programs that embrace digital 
trustworthiness?

3. How can other governmental entities 
assist us in building a trustworthy electronic 
records preservation program statewide?



Trusted Digital Repositories

 Foundation rests 

on the core 

archival principles 

of maintaining 

integrity of digital 

objects over time, 

and providing 

ongoing access 

to those materials 

in perpetuity.



Trusted Digital Repositories

http://public.ccsds.org/publications/archive/650x0m2.pdf



Trusted Digital Repositories

 The standards for certification as a trusted 
digital repository have evolved heavily over 
the last 20 years.

 TRAC (Trusted Repositories Audit and 
Certification) emerged as the gold standard 
beginning in 2007. However, it has been 
superseded by the even more 
comprehensive ISO standards 16363 (2012) 
and 16919 (2014).



Trusted Digital Repositories

http://www.iso.org/iso/catalogue_detail.htm?csnumber=56510



Trusted Digital Repositories

http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail.htm?csnumber=57950



Trusted Digital Repositories

WHY “CERTIFY?”

 Simply put, the certification and audit standards for becoming 

a Trusted Digital Repository provide a template and checklist 

that any organization can utilize in modeling their digital 

preservation program(s).

 Very likely that most of the TRAC standards won’t apply, 

particularly to smaller organizations. However, it is still a 

wonderful tool for helping to determine where  you are, where 

you want to be, and potential strategies for getting there.

 Also provides the benefit of ensuring that programs and 

projects are built upon internationally accepted standards for 

digital preservation.



Trusted Digital Repositories

Core Elements 

of the Trusted 

Digital 

Repository 

Standard

http://saa.archivists.org/store/module-8-becoming-a-trusted-digital-repository/4679/



Trusted Digital Repositories

SECTION 3: Organizational Infrastructure

 Governance and Organization Viability

 Organization Structure and Staffing

 Procedural Accountability and 

Preservation Policy Framework

 Financial Sustainability

 Contracts, Licenses and Liabilities



Trusted Digital Repositories

SECTION 4: Digital Object Management

 Ingest: Content Acquisition

 Ingest: Creating AIPs

 Preservation Planning

 AIP Preservation

 Information Management

 Access Management



Trusted Digital Repositories

SECTION 5: Infrastructure and Security Risk 

Management

 Technical Infrastructure Risk Management

 Security Risk Management



Building Digital Trust at the 

Utah State Archives

The TRAC Review 

Tool (developed 

by Nancy 

McGovern) is a 

good first step in 

assessing where 

your digital 

program is, and 

where it needs 

go.

TRAC REVIEW: www.dpworkshop.org/trac
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Building Digital Trust at the 

Utah State Archives

http://archives.utah.gov/community/archivistresources.html
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Building Digital Trust at the 

Utah State Archives

http://www2.archivists.org/prof-education/das

http://www.bpexchange.org/

http://www.statearchivists.org/seri/PERTTS/index.htm http://www.dpworkshop.org/



Building Digital Trust Statewide

REMEMBER THE GOLDEN RULE!



Building Digital Trust Statewide

THINK DIGITAL!



Building Digital Trust Statewide

THE BEST LONG-TERM ARCHIVAL SOLUTION IS

SOUND RECORDS MANAGEMENT



Thanks!
Jim Kichas

Utah State Archives

jkichas@utah.gov

801-531-3844

mailto:jkichas@utah.gov

